SALLNTA NMEPCOHAJIbHBLIX OAHHbIX

CerogHs peanbHOCTb BO MHOTOM 3aMeHsieTCs BUPTyanbHbIM MUPOM. Mbl 3HaKOMUMCSA, 0bLwaeMcs 1 urpaem B VIHTepHeTe; y
Hac ecTb ApYy3bsl, C KOTOPbIMY B HACTOSALLLE XM3HW Mbl HUKOTAA He BCTPeYanuncb, HO JOBepseMcs TakuM Aaam 6onbLue,
yeM 6a13KkUM. Mbl co34aemM CBOero BUPTyanbHOro (MHGopMaLMOHHOIo) NPOTOTUNA Ha CTPAHMYKaX B COLMANbHbIX CETSX,
BblKNaAblBas MHopmaLuio o cebe.

icnonb3ys 31eKTPOHHOe NPOCTPAHCTBO, Mbl MOAAraeM, Yto 3To 6e30nacHO, MOTOMY YTO Mbl AeANMCS BCEero NnLlb
NHbopmMaLmell o cebe 1 K Hallel 06bIYHOW XN3HN BPOje 6bl 3TO HE OTHOCUTCS.

Ho Ha camMoMm gene rpaHunubl Mexay abcTpakTHOW kaTeropueii «MHPopmMaLma» 1 peasbHbIM YeNOBEKOM HOCUTEIEM 3TOA
NHbopMaLMN CTUPAKOTCA.

MIHpopmauus o uenoBeke, ero NepcoHasbHble JaHHbIe CeroAHs NMPeBpaTUINCL B JOPOroii TOBap, KOTOPbIA NCNO/b3yeTcs Mno-
pasHoMy:

KTO-TO MCNOJb3YET 3TN AdHHbIE A4JIA TOTO, YTOObI npn noMoLwn pekiaMbl MNPOAATb BaM KaKyH-TO Bellb,

KOMY-TO Bbl MPOCTO He HpaBMUTeCh, 1 B IHTepHeTe BaC MOTYT MbITaTbC OCKOPO6UTb, 0YEPHUTL, BbICTaBUTL BaC B AYPHOM
CBeTe, CO34aTb NJIOXYH penyTaunio 1 CAenaTb N3roem B 0bLLeCTBE;

C NMOMOLWbK BalWnNX NepCcoHa/bHbIX AdHHbIX MOLWEHHWNKW, BOPbI, MOTYT YKPAaCTb Ball A€HbIN, LUAHTAXMNPOBATb BAC N
3dCTaBJ/IATb COBEPLWATb Kakne-To ﬂ,EI7ICTBVIF| n MHOroe apyroe.

Mo3ToMmy 3aLmTa NMYHON MHOOPMALMM MOXKET MPUPABHMNBATLCS K 3aLLMTE peanbHO IMUYHOCTA. W BaXHO B NepByH
ouvepesb HayunTbCS NPaBUAbLHO, 6e30MacHO 06paLLaATLCA CO CBOMMU MePCOHANbHBIMU AAHHBIMU.

[lepcoHanbHble JaHHbIe.



MepcoHanbHble AaHHble NPeACTaBAAT CO60 MHPOPMALMIO O KOHKPETHOM YenoBeke. ITO Te JaHHble, KOTOPble NO3BONSIOT
HaM y3HaTb YenoBeka B To/Ne, MAEHTUGULNPOBATL N ONPeAeNTb Kak KOHKPETHYH INYHOCTb.

Taknx NAeHTUPULNPYIOLLMX JaHHBIX OTPOMHOE MHOXECTBO, K HUM OTHOCATCA: GaMunms, NMsi, 0OTYeCTBO, AaTa POXAEHNS,
MeCTO POXAEHWs, MeCTo XUTeNbCTBa, HOMep TenedoHa, agpec 3NeKTPOHHO NouTkl, doTorpadus, Bo3pact 1 np.

Tak, ecnn Ml KOMY-TO CKaXXeM, CBOW (I)aMI/UWIPO, nM4, OoT4eCTBO N ajpec MeCTa XNTENBbCTBA, TO HAC BMNOJIHE MOXXHO 6yp,eT
OMO3HATb KaK KOHKPETHOE TNLO. Ho ecin Mbl UCKIHOYNM N3 3TOTO Ha6opa AdHHbIX (I)aMI/I}'II/IPO nnn agpec Mecta XNTebCTBa,
TO MOHATbL, O KAKOM 4HejsioBeKke NAET peYb 6yp,eT HEBO3MOXHO.

Monyyaercs, 4TO NEPCOHaNbHbIE JAaHHbIE - 3TO He MPOCTO Baly GaMUANA UAN UMS, MePCOHANbHbIE AAHHbIE - 3TO Habop
AAHHbIX, UX COBOKYMHOCTb, KOTOPbIE NO3BOIAT UAEHTUNLMPOBATL Bac.

B LLe/IOM MOXHO CKa3aTb, UTO NEPCOHANbHbIE JAHHbIE — 3TO COBOKYMHOCTb AAHHbIX, KOTOPble HEOBXOANUMbBI 1 JOCTATOYHbI
AN nAeHTMOMKALMIN KAaKOro-TO YesioBeka.

Kakune 6b1BatoT NepcoHaibHble JaHHblIe?
1.bnomeTpuryeckne nepcoHanbHble JaHHbIe.

briomeTpuyeckmne nepcoHanbHble AaHHbIe NPeACcTaBAAIOT CO60I cBeAeHNs 0 HalLKX 61oNornveckmnx 0CobeHHoOCTAX. TN
AaHHble YHMKaNbHbI, NPUHaANeXaT TONbKO O4HOMY Yel0BeKy U HUKOra He NOBTOPSAIOTCS.

brnomeTpuyeckmne faHHbIe 3a10XKeHbl B HAC OT POXAEHUS CAMOI NPUPOAOIA, OHWN HKEM He NPUCBAnBAOTCA, 3TO MPOCTO
3aKoAMpOoBaHHasA nHGOpMaLMa 0 YenoBeke, KOTOPYH NHOAN HAYYUAUCH CYUTBLIBATL. K TaKUM AaHHBIM OTHOCSTCS:

OTMeyaTokK NnanbLa, PUCyHOK pajy>XXHoi 0bonoukm rnasa, kog AHK, cnenok ronoca v np.
2. CneymanbHble NepcoHanbHbIe AaHHbIE.

K cnegnanbHbIM NMNePCOHa/IbHbIM AdHHBIM OTHOCATCA!



pacoBas NAN HauMoHaNbHas NPUHAANEXHOCTb, NOANTUYECKIME B3TIAAbl, PENUTNO3HbIE NAN drunocodckme ybexaeHus,
COCTOSIHME 340POBbS U Mp.

Taknm 06pa3om, cneymnanbHble JaHHbIe XapakTepu3yT HaLLW B3rsSAbl, YoexaeHns, MMpPOBO33peHNe, OHY ONpeaenstoT
HaLly COLMaNbHY NPUHAANEXHOCTb K onpejeneHHbIM rpynnam. Hanprumep, yenoBek MOXeT CKalaTb: 1 A&eMOKpaT UK
XPUCTMAHUH. [0 TaKM AaHHBIM MOXHO CHOPMUPOBATL NpeACTaB/ieHNe O YeNoBeke,

Cne,qyeT 3aMeTnTb, YTO HpMBEAeHHbIVI nepeyeHb NEPCOHANbHbLIX AdHHbIX HE ABNAETCA NCHepnbiBaOWNM U MOXKET
BKOYATb B Cebs ewe MHOXXeCTBO UHbIX I/IAGHTI/I(I)VIKaLI,I/IOHHbIX AdHHbIX.

CyLlecTBYHOT NepcoHanbHble AaHHble, KOTOopble NpeAcTaBNArOT coboil Habop udp. brarogapsa Takomy Habopy LKdp Hac
MOXHO onpejennTb Kak KOHKPETHOro YenoBeka, yCTaHOBUTb HaLly INYHOCTb.

TakMMu nepcoHasbHbIMU AaHHLIMU ABASOTCA: HOMep 1 cepus nacnopTa, CTPaxoBO HOMep NHAVBUAYaNbHOIO INLEBOro
cyeta (CHUNC), nHANBUAYanbHbIA HOMep HanoronaaTenswmka (MHH), Homep 6aHKOBCKOro cyeTa, HoOMep 6aHKOBCKOW
KapThbl.

Takune «kofO0Bble AaHHble» NPeAcTaBNAT COH60 Heknin Habop 3awmndpoBaHHON MHGOpMaLMK O Yenoseke. LLinpposaHune
3TUX JaHHbIX MOXeT MPOn3BOANTLCA rOCyAapcTBOM. Hanpumep, korga pebeHky ncnonHsetcs 14 net, emy Bbl4atoT NacnopT B
®MC. Takol NacnopT COAEPXUT CepUIo N HOMep, a Takxe UHy nHbopmauumio. LUndpoBaHne MoxeT NPON3BOANTLCA
6aHKOBCKOW opraHu3aumeit, Hanprumep, Homep 6aHKOBCKOW KapTbl TOXe MHANBUAYANbHbIA, OH He MOBTOPSAETCS U
NPUHAANEXUT NCKNOUYNTENIbHO AepXaTento 6aHKOBCKOW KapThbl.

Kak obwartbcs B CeTn?
1. CTapariTecb He BbIK/1aAblBaTb B VIHTepHeT AnyHyo nHbopmauumio (potorpadun, sugeo, PNO, gaty poxaeHus, agpec
AOMa, HOMep LUKOAbI, TefiepOHbI 1 MHble AAHHbIE) UK CYLLLeCTBEHHO COKpaTUTe 06BbeM AaHHbIX, KOTopble NybankyeTe B

NHTepHeTe.

2. He BblknagpiBaiite 1n4yHyo nHGopMauumio (coBMecTHble poTorpadum, BUAEO, NHbIE JaHHbIE) O BalLUX APY3bsiX B
VIHTepHeT 6e3 nx paspeLueHus. Mpexae yem pasamectuTb MHGOPMaLMIO 0 Apy3bax B CeTu, y3HaTe, He BO3PaXatoT /N OHM,



YTOObI Bbl BbINOXUAN AdHHbIE.

3. He oTnpaBnsiiTe CBOW NepcoHanbHble AaHHbIE, a TakXke CBOW BUAEO 1 GOTO H0AAM, C KOTOPbIMU Bbl MO3HAKOMUANCH B
IHTepHeTe, TeM bonee eC/iv Bbl He 3HaeTe VX B peasibHOM XU3HMW.

4. Mpwn obLeHnn ¢ ApYrMMin NONb30BaTENAMN CTapaiTecb 6biTb BEXJIUBLIMU, 4eNNKATHBIMUY, TAKTUYHBIMU U
Apy>xentobHbIMK. He nuwnte rpybocTein, ockopbieHniA, MaTepHbIX C/I0B — YNTaTb Takue BblCKa3blBaHWUS Tak XXe HernpusaTHO,
KaK 1 CNbIWaTh.

5. CTapaiiTecb He pearmpoBaTb Ha 06UAHbIE KOMMEHTapUK, XaMCTBO U rpyboCTb APYrux Noab3oBaTteneii. Bcerga neitatech
YyNaANTb KOHPANKTbI C MONb30BaTENS MU MUPHBIM MyTeM, NepeBeAnTe BCe B LUYTKY UAW NpekpaTuTe obLueHmne ¢
arpeccnBHbLIMYM NONb30BaTeNAMMU. HM B KOeM C/lydae He oTBeyaliTe Ha arpeccuio Tem Xe Crnocobom.

6. Echn pewuntb NnpobnemMy MUPHBLIM NyTeM He yAanocb, HanuLwmnTe xanoby agMUHUCTPATOpPY caliTa, noTpedbyiiTe
3a6710kMpoBaTh 06MAUMKa.

7. Echm agMuHMCTpaTOp caiiTa 0Tkasancs BaM NOMOYb, NpekpaTiTe NoJib30BaThCs TaKUM PecypcoM 1 yaanuTe oTTyAa CBOU
AdHHbIe,

8. He ncnonb3yiite CeTb N5 pacnpoCTpaHeHWs CrieTeH, yrpo3 Uan XyJMraHcTBea.

9. He BCTpeyvaiiTechb B peasibHOM XWU3HW C OHNAH-3HaKOMbIMY 6€e3 pa3peLlueHust poAuTeneli UAu B OTCYTCTBUE B3POCNOTrO
Yyenoseka. Ecnn Bbl XOTUTE BCTPETUTLCA C HOBbIM MHTEPHET-4PYroM, NocTapantecb NOMTU Ha BCTPeYY B CONPOBOXAEHNM
B3pOC/IOro, KOTOPOMY Bbl JOBepseTe.

Kak 3amTnTh NepcoHanbHble gaHHble B CeTu.

OrpaHunybTe 06BeM nHbopmaumn o cebe, Haxoasllencs B MHTepHeTe. Yaanute nuwHue ¢otorpadum, BUAeo, agpeca,
HoMepa TesiehOHOB, JaTy POXAEHUS, CBeAeHNS O POAHBIX U BAN3KUX N NHYKO NNYHYI0 NHGOPMaLUIO.

He oTnpaBnsinTe Bugeo n potorpadum aroasam, ¢ KOTOPbIMU Bbl NO3HAKOMUANCH B VIHTEpHETe 1 He 3HaeTe UX B peasibHO



XKXU3HW.

OTnpaBAss KOMy-1M60 CBOW MepPCOHaNbHble AaHHbIE UAN KOHOUAEHLMANbHYIO MHGOpMaLnto, ybeanTecb B TOM, UTO
ajpecaT — JelicTBUTeNbHO TOT, 3@ KOro cebs Bbljaer.

Ecan B cetn MHTepHeT KTO-TO NPOCUT NpeAoCTaBUTb Ball NEPCOHa/ibHbIE AdHHbIE, HANPUMEpP, MECTO XUTENbCTBA NN
HOMEpP WKOAbI, KNacCCa, MHblE AJdHHbIE, HOCOBETyMTECb C pogntenamMmm nan B3poCibiM YHENOBEKOM, KOTOPOMY Bbl JOBEPAETE.

icnonb3yiiTe TONLKO CNOXHbIe Mapoan, pasHble AN pasHbIX YYeTHbIX 3annceii 1 CepBrCOB.

CrapaiiTecb NnepnoAnYeck MeHaTb Napou.

3aBejuTe cebe ABa agpeca 3N1eKTPOHHOW NOYTbl — YaCTHbINA, N5 nepenucky (MPUBATHLIA U MasION3BECTHbI, KOTOPLIA Bbl
HUKOrga He nybankyeTte B 06LeA0CTYMHbIX UCTOYHMKAX), U NYBANYHbBIA — A9 OTKPLITOW AeaTenbHOCTU (GopymMoB, YaToB U
TakK ganee).

NHbopMaLmOHHaa naMaTka AN HecoBepLUeHHONeTHMX N0 BONpoCcaMm

kKnbepbesonacHocTn B ceTn «HTepHeT».

KomMnbroTepHble BUPYChI.

KoMNblOTepHbIA BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbBIX MPOrpaMm, OTANUNTENIbHON 0COBEHHOCTLIO KOTOPOU ABASETCS
CNOCOBHOCTb K Pa3MHOXEHWI0 (KONMPOBaHUIO). B gononHeHme K 3ToMy, BUPYCbl MOTYT NOBPEAUTb UM NONHOCTbIO
YHUUTOXUTb BCe daisibl U AaHHbIE, MOAKOHTPO/IbHbIE MONb30BaTeNt0, OT MMEHW KOTOPOro 6bi1a 3anyLeHa 3apaXxéHHas
nporpaMma, a Takxxe NOBPeANTb UK AaXe YHUUTOXMNTb OrnepaunoHHYH CUcTemMy co BceMun ¢arinamm B uenom. B
BONbLIMHCTBE ClyYaeB PacnpoCTPaHATCA BUPYCbl Yepes NHTepHeT.

MeToAbl 3aLLNTbI OT BPeAOHOCHbIX MPOrpamm:

1. icnonb3yii coBpeMeHHble onepauyioHHble CUCTEMbI, UMeKoLLMe CepbE3HbI/i YPOBEHb 3aLLUTLI OT BPeAOHOCHbIX



2. oCTOAHHO ycTaHaBAMBail NnaTuu (LM$poBble 3anaaTky, KOTOpble aBTOMATUYeCKN YCTaHABANBAIOTCA C Lie/Ibio 40paboTKy
nporpaMmel) 1 apyrune obHoBNEeHWA CBOeil onepaunoHHON cnctembl. CkayumBail NX TONLKO € 0GMLMANbLHOrO caliTa
pa3spaboTumka OC. Ecnn cyuiecTByeT pexmnmM aBToMaTU4eckoro 06HOBNEHWS, BK/IHOUM ero;

3. PaboTaii Ha cBoeM KOMMNbIOTEPE MOA NpaBaMy NOJIb30BaTeNs, @ He aAMUHUCTPATOPA. ITO He NO3BOINT 6O/bLUNHCTBY
BPEAOHOCHbIX MPOrpaMM MHCTANNPOBATLCSA HA TBOEM NEPCOHAbHOM KOMMbIOTEPE;

4. 'cnonb3yii aHTUBUPYCHbIE NPOrpaMMHble MPOAYKTbI U3BECTHLIX NPON3BOAMTENEN, C aBTOMATUYeCKNM 06HOBNeHKeM 6a3;
5. OrpaHunyb Gr3myecknii ZOCTyn K KOMNbIOTEPY ANSI MOCTOPOHHMWX NL;

6. Micnonb3yin BHeLWHMe HocuTenu nHdopmauum, Takme Kak gaewika, ANck unum dainn n3 IHTepHera, TONbKO 13
NpOBepeHHbIX NCTOUYHMKOB;

7. He oTKpbIBail KOMMbIOTEPHbIE daiisibl, MONYyYeHHble N3 HEHAAEXHbIX MCTOUYHMKOB. Jaxe Te daiinbl, KoTopble npucian
TBOW 3HaKOMbIA. JlydLle yTOUHW Yy Hero, oTnpasAsa i OH Tebe ux.

Cetnn WI-FL

C nomoLbro WI-Fi MOXHO noayunTb 6ecnnatHbli MHTEPHET-40CTYN B 06LLLEeCTBEHHbIX MecTaxX: kade, oTeNsaX, TOProBbIX
LLleHTpax 1 asponopTax. Tak Xe ABAsSeTCa OTAMYHON BO3MOXHOCTbIO BbIX0Aa B IHTepHeT. HO MHOrme akcnepThbl CYMTAIOT,
yTo obuegocTynHble WiFi ceTn He ABAAOTCA 6e30nacHbIMMU.

CoBeTbl N0 6e30nacHOCTX paboThl B obeaocTynHbix cetax Wi-fi:

1. He nepeagaBaii cBOtO INYHYO NHbOpMaLMIo Yepes obwesoctynHble Wi-Fi ceTn. PaboTast B HUMX, XenaTeibHO He BBOAUTL
naponu A0CTyna, A0TUHbI N KaKne-To HoMepa;

2. Vicnonb3yil n 06HOBASAN aHTUBMPYCHbIEe MPOorpaMmbl 1 6paHAaMay3p. TeM caMbiM Tbl 06e30nacuLlb cebs OT 3aKauku



BMpYyCa Ha TBOe YCTPOICTBO;

3. Mpwu ncnonb3zoBaHum Wi-Fi oTkaroum GyHKUMIO «O6WMIA AOCTYN K dainam 1 npuHTepamy». JaHHaa GyHKUMSA 3aKpbiTa No
YMONYaHWIO, OAHAKO HeKOTOpble MoAb30BaTeNn akTUBUPYIOT eé ana yAobCTBa NCNOb30BaHNS B paboTe nan yyebe;

4. He ncnonb3yi nybanunblii WI-FI gna nepegaym ANUHbIX AaHHbIX, HANpUMep, AN BbIXOAa B COLManbHble CeTn U B
3/1eKTPOHHYIO MOuTy;

5. cnonb3yii ToIbKO 3aLuyLLeHHoe coegnHeHne yepes HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca BBOAN NMMEHHO
«https://»;

6. B MobunbHOM TeniedboHe oTkaroun dyHKUMIo «[ogkntoveHne K Wi-Fi aBToMaTuyecku». He gonyckaii aBToMaTn4eckoro
noAkntueHns yctpoinctea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble ceTn.

CoumanbHas ceTb - 3TO CANT, KOTOPbIA NPefoCTaBASeT BO3MOXHOCTb IFOASAM OCYLLLeCTBAATL 06LLeHme Mexay Cob0ii B
NHTepHeTe. Yalle Bcero B HUX AN KaXA0ro YesoBeka BblAeseTcs CBOSA IMYHAA CTPAaHNYKa, HA KOTOPOI OH yKa3blBaeT O
cebe pasnmyHyto MHGOPMaLMIO, HAUMHAsA OT UMeHU, PaMUANK 1 3aKaHUYMBas TNYHbIMU doTorpadusammn. MHorve
MONb30BaTeNIN He MOHUMAIOT, UTO MHPOPMaLUSA, pa3MeLLeHHas UM B COLMANbHbIX CETSAX, MOXET 6bITb HallgeHa n
MNCNONb30BaHa KeM Yro4Ho, B TOM Unciie He 0653aTeNbHO € 6aarmmMy HaMepeHusmu.

OCHOBHble COBeTbI M0 6€30MacHOCTY B COLMANbHBIX CETAX:

1. OrpaHunyb cNUCoOK Apy3eid. Y Tebs B ApY3bsX He AOMKHO 6bITb CIyHaHbIX 1 HE3HAKOMbIX NI0AEA;

2. 3aLMLLai CBOK YACTHYHO XM3Hb. He yka3biBail naponu, TenedoHsbl, agpeca, AaTy TBOEro POXAEHUSA U APYTYO TNYHYIO
NHbOPMaLMIO. 310YMbILLIEHHNKN MOTYT NCMOJIb30BaTh Aaxe MHGOPMaLMIO 0 TOM, KaK Tbl M TBOW pPOAUTENN NAaHUPYyeTe

MPOBECTN KaHWKYbI;

3. 3aLKMLLal CBOKO penyTauuio - AepXn ee B YNCTOTe 1 3ajaBail cebe BONPoOC: XoTen bl Tbl, YTOOLI Apyrie Noib3oBaTenu



BMAENW, UTO Thbl 3arpyxaeLlb? Mogymali, npexje Yem 4To-To ony611MKoBaTh, HANMCATb U 3arpy3nTb;

4. ECnn Tbl TOBOPULLIb C IKOAbMU, KOTOPbIX He 3Haellb, He NCNOoNb3yli CBOE peanbHOe UMS U APYTYHO TNUYHYH UHPOPMaL MK
NMSl, MECTO XNTENbCTBA, MECTO y4Yebbl 1 Npoyee;

5. N36erain pasmewteHunsa ¢otorpaduii B UHTepHeTe, rae Tbl M306paxeH Ha MECTHOCTW, MO KOTOPOI MOXHO onpejennTb
TBOE MeCTOMNOJ/IOXKeHNe;

6. Mpwn perncrpaymm B counanbHOM ceT HEO6XOANMMO UCNONb30BaTb CNOXHbIE NAapPoAK, COCTOoALWMeE N3 BYKB 1 LnUdp 1 C
KOANYeCTBOM 3HAKOB He MeHee §;

7. Ana coumanbHOM ceTn, NOYTbI N APYTUX CANTOB HEOBXOAMMO MUCMONb30BaTh pa3Hble Napoan. Toraa ecnm Tebs B3NOMatoT,
TO 3N10YMbILLIEHHUKN NOAyYaT AOCTYN TONBLKO K OAHOMY MeCTy, a He BO BCe Cpasy.

JNEeKTPOHHbIE JeHbIN.

DNeKTPOHHbIE AeHbIM — 3TO OYeHb YA06HbIN CNOCOb NaaTexeln, O4HAKO CYLLLeCTBYHOT MOLLUEHHUKW, KOTOpPble XOTAT
MONYYUTb 3TN AEHbIW.

DIeKTPOHHbIe AeHbI NOABUANCL COBCEM HEAABHO M VIMEHHO 13-33 3TOT0 BO MHOTMX rOCYyAapCcTBax 4O CMX NOpP He
MPONNCAHO NPO HUX B 3aKOHaX.

B Poccum ke oHU GYHKLMOHUPYIOT 1 O HUX yXXKe NPOMNMCaHo B 3aKOHe, rAe X pasjenstoT Ha HeCKObKO BUAOB - aHOHUMHbIe
N He aHOHWMHbIe. Pa3HuMLA B TOM, UTO aHOHMMHbIE - 3TO Te, B KOTOPbIX pa3peLlaeTcs NpoBOAMTL onepaLmm 6e3
NAEHTUOMKALMN NONb30BaTeNS, @ B HE aHOHUMHbIX NAEHTUOUKALMM NOb30BaTeNs ABNSETCS 0653aTeIbHOA.

Takxe cnegyeTt pa3nnyaTtb 3N1eKTPOHHbIE PuaTHble JeHbr (PaBHbl FOCYAApPCTBEHHBLIM BaatOTaM) 1 3N1eKTPOHHble HeduaTHbIe
AeHbrv (He paBHbl rocysapCcTBEHHbLIM BantoTaMm).

OCHOBHble coBeTbl M0 6e30nacHo paboTe € 3N1eKTPOHHbLIMU AeHbramu:



1. MpuBsxn K c4eTy MOBUNbHBI TenedoH. ITO camblil YA06HbIV 1 6bICTPBIA CNOCO6 BOCCTAHOBUTL AOCTYN K CYeTY.
MpuBsi3aHHbIN TesehOH MOMOXET, eC/in 3abyAellb CBOW NAATeXHbIA Napoib UAK 3ailjeLlb Ha CalAT C HE3HAKOMOro
YCTPOWCTBa;

2. Ncnonwb3yin ogHopasoBble napoau. Mocne nepexoja Ha yCUAeHHY aBTopur3aLmio Tebe yxe He byaeT yrpoxaTtb
OMaCHOCTb KPaXw Uiy nepexsaTa NniaTexHoro napos;

3. Bbibepu cnoxHbIi naponb. MNpectynHnkam byaeT He NPoCTo yragaTb C/I0OXKHbIA Napoab. HageXxHble napoan — 370
Mapoan, KOTopble cojepXaT He MeHee 8 3HAaKOB W BKNOYAKOT B C€6S CTPOUHbIE U NPONUCHbIe BYKBbI, LNPPbI N HECKOBKO
CUMBOJIOB, Takue Kak 3HaK gonnapa, dpyHTa, BockamuatenbHblA 3HaK 1 T.n. Hanpumep, StROng!;;

4. He BBOAM CBOW INYHbIE JaHHble Ha caliTax, KOTOPbIM He JoBepsieLlb.

JNIeKTPoHHaAa noyta

JNeKTPOHHas NoyTa — 3TO TeXHOAOrMA N NpeAocTaBasieMble et YCNYr Mo nepecbluike 1N NoAyYeHUI 31eKTPOHHbIX
COObLLEeHNIA, KOTOpble pacnpesenstoTca B KOMMNbOTepHOU ceTu. OBbIYHO 3/1eKTPOHHbIN NOYTOBLIN ALWNK BbITASANT
cnezyoWwmnmM 06pa3oM: UMSA_M0Nb30BaTeNa@uMsa_joMeHa. Takxe Kpome rnepegaym npocToro Tekcra, UMeeTcst BO3MOXHOCTb
nepegasaTb dainebl.

OCHOBHble cOBeTbI M0 6e30nacHo paboTe € 3N1eKTPOHHOW MOYTOA:

1. Hago Bbl6bpaTb NpaBUAbHbIA NOYTOBLIN cepBuC. B HTepHeTe eCTb OFPOMHbI BbIGOP 6eCrnaaTHbIX NOYTOBLIX CEPBUCOB,
OZHaKOo Nyylle JOBepPsATb TeM, KOT0 3Haellb 1 KTO NepBblil B peTMHTe;

2. He yka3sblBall B INYHOM NoyTe ANYHYO NHOpMaLmMo. Hanpumep, nyylle BblbpaTh «My3blkalbHbIA_paHaT@» Nau
«pok2013» BMecTO «TeMa’l3»;

3. icnonb3yin AByX3TanHy aBTopm3aumio. 3To Korga noM1UMo rnaposs Hy>XXHO BBOAUTb KOA, NpuckiiaemMblii no SMS;

4. Bblbepu CNoXHbI Naponb. a5 KaXKa0ro NoYTOBOMo SALLMKA JOMKEH 6bITb CBOW HaAEXHbIA, YCTONUMBBIA K B3/10OMY



naponsb;
5. Echm ecTb BO3MOXHOCTb HanucaTb CaMOMy CBOW INYHbI BOMPOC, NCNOAb3Yii 3Ty BO3SMOXHOCT;

6. Icnonb3yil HECKONBKO MOYTOBbIX ALWMNKOB. [MepBblid AN YaCTHOW Nepennckn C agpecataMu, KOTOPbIM Tbl JOBepsieLlb. ITO
3/1eKTPOHHBI agpec He HaA0 NCNOAb30BaTb NPY perncTpaummn Ha popymax un cantax;

7. He oTkpbIBail daiiibl 1 Apyrve BAOXKEHUSA B MMCbMaxX JaXKe eci OHU NPULLAN OT TBOUX Apy3en. Jlydlle yTOUHWN Y HUX,
OTAPaBASANN NN OHW Tebe 3TN daiinebl;

8. MNocne okoHYaHMA paboTbl HAa MOYTOBOM CepBKCe Mepes 3aKpbITeM BKIAAKM C CANTOM He 3abyAb HaXaTb Ha «BbIlTn».
KnbepbynnuHr nnn BuptyanbHoe n3jieBaTesbCTBO.

KnbepbynavHr — npecnesoBaHme COO6LLEHNSAMU, COAePXKALLMMM OCKOP6AEHMSA, arpeccuio, 3anyrmBaHune; XyJnraHcTeo;
coumnanbHoe 60KOTMPOBaHMeE C MOMOLLBbI Pa3InYHbIX UHTEPHET-CEPBLUCOB.

OCHOBHble coBeTbI M0 6bopbbe ¢ KNbepbyNNNHrom:

1. He 6pocaiics B 60i1. Jlyumnia cnocob6: NoCcoBeToBaTLCA Kak cebs BECTU 1, eC/IN HeT TOro, K KOMY MOXHO 06paTUTbCA, TO
BHayane ycrnokonTtbcs. Ecinm Tbl HaUHeLWwb 0TBeYaTb 0CKOPOAEHUAMY HA OCKOP6AEHUS, TO TONLKO eLle 60/blue pa3soxxKeLlb
KOHONWKT;

2. YnpaBnsin cBoeil knbeppenyTaumnen;

3. AHOHNMHOCTb B C€TN MHMMaA4. CyLIJ,eCTByI-OT CMocobbl BbISCHUTb, KTO CTOUT 3@ @aHOHMMHbIM dKKayHTOM;,;

4. He cTOUT BECTW XYNUTaHCKMIA 06pa3 BUPTYanbHOM XN3HU. NHTepHeT ukcupyeT BCe TBOU AECTBUS U COXPaHSIeT UX.
Ypanntb ux byaet KpaiHe 3aTpyAHUTENbHO;

5. Bean cebs BeXNMBO;



6. IrHopupyi eANHNYHbIA HeraTne. O4HOpPa30oBble 0CKOPbUTENbHbIE COObLEeHNs nydlle urHopmposaTb. ObbIYHO arpeccus
npekpaLLaeTcs Ha HaYanbHOWN CTaauny;

7. baH arpeccopa. B nporpammax o6MeHa MFHOBEHHbIMW COOBLLLEHNAMN, B COLMANBHBIX CETAX €CTb BO3MOXHOCTb
6/10KMPOBKM OTNPABKU COOBLLEHMIA C OnpejeneHHbIX agpecos;

8. Ecnm Tl cBngeTens kKmbepbynnnHra. TBon AeACTBUA: BbICTYNUTL NPOTUB NpecieAoBaTens, NokasaTb emy, YTo ero

AENCTBUS OLLEHMBAOTCA HeraTUBHO, MOAAEPXKATb XEePTBY, KOTOPOI HY>XXHa MCUXO0I0rMYeckas MOMOLLb, COOBLLMTE B3POC/bIM
0 dakTe arpeccnBHOro NoBeAeHNs B CETU.

Mob6unbHbIN TenedoH.

CoBpeMeHHble CMapTOHbI 1 NAAHLLETbI CoAep>KaT B cebe BMOJIHE B3POC/bIA GYyHKLNOHAN, N Tenepb OHU MOTYT
KOHKYpUpOBaTb CO CTauMoHapHbIMU KOMMNbloTepamu. OgHaKo, CpeacTB 3anThl A58 NOAOOHbLIX YCTPOMCTB NOKa OYeHb
Mano. TecTupoBaHMe 1 NOUCK YA3BMMOCTEN B HAX MPOUCXOANT He Tak MHTEHCMBHO, Kak Ans MK, To Xe camoe kacaeTcs
MOBUABHBIX MPUIOXEHNIA.

CoBpeMeHHble MObMAbHbIE Bpay3epbl yXXe NPakTUYeCcKn AOrHanu HacTo/ibHble aHaNory, O4HaKo paclpeHme GyHKLNOHanNa
BAeYeT 3a 060 60NbLUYHO CIOXKHOCTb N MEHbLUYHO 3aLMLLEHHOCTb.

[laneko He BCe MPON3BOAMTENM BbIMYCKAOT OOHOBNEHWS, 3aKPbIBatOLLMe KpUTUYECKME YA3BUMOCTU A5t CBOUX YCTPOMCTB.
OCHOBHble cOBeTbI 419 6e30nacHOCTU MObUALHOrO TeledpoHa:

1. ByAb OCTOpOXEH, BeAb Koraa Tebe npeanaratot 6ecnnaTHbl/i KOHTEHT, B HEM MOTYT ObITb CKPbITbI Kakne-TO NAaTHble
ycnyru;

2. lymain, npexae yem otnpasutb SMS, $oT0 nnm BruAeo. Tbl TOYHO 3HaeLb, rae OHW ByayT B KOHEYHOM MTOre?



3. Heob6x0A1M0 06HOBAATE ONEepaLyoOHHY0 CUCTEMY TBOEro cMapTdoHa;
4. \cnonb3yil aHTUBUPYCHbIE NPOrpaMmbl st MOBUNbHBIX TesiehOHOB;

5. He 3arpyxail NpuaoXeHns 0T HEN3BECTHOrO NCTOYHWKA, BeAb OHW MOTYT COZepXaTb BpeAOHOCHOe NporpaMMHoe
obecneyeHue;

6. Mocnie TOro Kak Tbl BblidZeLb C CaiiTa, r4e BBOAWA INYHYIO MHPOPMaLWIO, 331 B HACTPOKK bpay3epa u yaann cookies;
7. Neprnoanyecky nposepsaii Kakme naatHble yOIyrn akTMBMPOBaHbI HA TBOEM HOMepE;

8. [laBain cBOII HOMep MO6UNLHOrO TesledhoHa TONLKO NHOASAM, KOTOPbIX Thbl 3HaeLLb 1 KOMY AOBepsiellb;

9. Bluetooth goxeH 6bITb BbIK/HOYEH, KOTAA Tbl UM He NoJ/b3yeLlbcs. He 3abbiBail MHOTAa NPOBEPATh 3TO.

OULINHT NAN KpaXka NNYHbIX JaHHbIX.

[naBHas uenb GULWIVHTF - BUAA NHTEepHeT-MOLeHHNYeCTBa, COCTOUT B NOJyYeHUN KOHOMAEHUNANbHBIX AAHHbIX
nonb3oBaTesnieli — NOMMHOB W Naponeid. Ha aHrnninckom sa3bike phishing untaetca kak ¢uwinHr (ot fishing — peibHas nosns,
password — naponb).

OCHOBHble coBeTbI M0 6opbbe ¢ GULLNHIOM:

1. Cnepm 3a cBOMM akkayHTOM. Ecam Tbl nogo3peBaellb, UTO TBOS aHKeTa b6blna B3/1I0MaHa, TO HEO6X0ANMO 3a610KMpPOBaThb
ee 1 CoobLWNTb aAMNHNCTPATOPaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. Vicnonb3yin 6e3onacHble Beb-caliTbl, B TOM YMCe, UHTEPHET-MarasvHOB U MOWCKOBLIX CUCTEM;

3. Ucnonb3ayii cnoxHble 1 pasHble napoaun. Takum obpa3om, ecam Tebsi B31I0OMaKT, TO 3/10YMbILLAEHHUKNA MOAyYaT AOCTYn
TONbKO K OAHOMY TBOEMY NPoduLo B CETH, @ HE KO BCEM;



4. Ecnn Tebsa B3noOManm, To HEO6XOAMMO NpeaynpesnTb BCeX CBOMX 3HAKOMbIX, KOTOpble A0baB/ieHbl y Tebs B ApYy3bsX, O
TOM, YTO Teb6s B3/I0Manu 1, BOIMOXHO, OT TBOEro UMeHU byAeT paccbiiaTbCsA CNaM U CCbINKU Ha GULLIMHIOBbIE CAiATbI;

5. YcTtaHoBW HagexXHbl naponb (PIN) Ha MO6UNbHBIN TenedoH;
6. OTKNOUM CoOXpaHeHMe napons B bpaysepe;

7. He oTkpbIBail daitibl 1 Apyrue BAOXKEHUSA B NMCbMaxX JaXke ecii OHU NPULLAN OT TBOUX Apy3en. Jlydlle yTOUHWN Y HUX,
OTMPaBAANN N OHY Tebe 3TN dpalinbl.
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