NHCcTpyKUuS-naMsATKA 10 o0ecnedeHu0 MHPOPMAIHOHHON 0e301MacHOCTH
MpH UCNOoJb30BaHNu ceTd UHTepHeT mis odyuawmmuxcsa 'BIIOY I'TMAY

JlaHHasi ~MHCTPyKUHMSA-TIaMATKa 10 00eCHneYeHHI0 HH(OPMALMOHHOU
0e30MacHOCTH TMpU  HUCIONBb30BaHMU ceTh VIHTepHeT pa3paborana IS
O0yJarOITIXCsI TOCyAapCTBEHHOTO OIOHKETHOTO poecCHOHaTEHOTO
o0pa30BaTenbHOTO  YyupekiaeHue «['€OprueBCKUil TEXHHKYM MEXaHHM3AIlUH,
aBTOMATU3ALIMU U YIPABIICHUS» C LIEJIbIO YPETYINPOBAHUS AEUCTBUN 00YUarOIINXCs
BO BpPEM I10JIb30BAHUS HHTEPHET-PECYPCAMH.

Kyparopam rpynn HeEoOXOJUMO O3HAaKOMHUTH OOYYAIOIIMXCS C IpaBHIIaMHU
6e3onacHoctu B IHTEpHETE.

[IpuBenennbpie mpaBuiia O0e30macHOCTH B ceTh VHTepHeT oOydarommxcs
HEO0OXOMMO MTOMHUTh U MPUJIEP)KUBATHCS UX.

» IlpaBua 6e3omacHoctu B cetu MIHTEpHET 1151 00yJarommxcsi TEXHUKyMa

» He pexomeHnayercs pazmenienne JnuHoi naopmammu B UHTEpHET ceTn
(HoMep TenedoHa, ajgpec FNMEKTPOHHON MOYTHI, JOMAIIHUN ajapec, ¢oTorpaduu
JIMYHBIC U YWICHOB BAILLIUX CEMBH)

» Huxornma He orBevaiite Ha «Criam»

» Henb3st oTKpBIBaTh (ailiibl, MOydeHHbIE OT HEU3BECTHBIX Bawm moseit.

» He noGasisiiTte HE3HAKOMBIX JIOAEH B CBOM CHMCOK KOHTAaKTOB B
MECEHIKepax

» He 3a0bIBaiiTe, 9YTO BUPTyaJbHBIE JPY3bsi U 3HAKOMBIE MOTYT OBITh HE
TEMH Ha CaMOM JIeJIe, 32 KOro ce0sl BBIIAOT.

» Ecmm okono Bac winm moOmm30cTH HET POJICTBEHHUKOB, HHMKOTZA HE
BCTPEYANTECh B PEAIBHOCTU C JIOJBMH, C KOTOPBIMH Bbl IMO3HAKOMWIHCH B
Nurtepuer cetu. Ecnun Bam BUpTyanpHBIN ApYT B AEMCTBUTENBHOCTH TOT, 32 KOT'O
ceOs BBIJIACT, OH C ITOHMMAaHHEM OTHECETCS K Balled 3a00Te 0 COOCTBEHHOM
6e3onacHocTH!

KomnbrorepHbie BUPYChI

KoMnbroTepHbIi BUPYC — 5TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOTPaMM,
OTIUYUTETIFHOM 0COOEHHOCTBIO KOTOPOM SBIISIETCSI CIIOCOOHOCTh K Pa3MHOKEHUIO.
B nmonosHeHne K 3TOMY, BUPYChI MOTYT IMOBPEIUTH WU MOJIHOCTHIO YHUUYTOKUTH
Bce (haiiipl U JaHHBIC, TOJKOHTPOJIBHBIE MOJIB30BATENI0, OT IMEHH KOTOPOTO ObLIa
3alylieHa 3apak€HHas MporpaMMa, a TaKKe MOBPEAUTh WIH JaXe YHHUYTOXXHUTH
OTIEPAIIMOHHYIO CHCTEMY CO BceMHu (haiimamu B 1eJIoM. B OONBITMHCTBE ClydaeB
PacpoOCTPaHSIOTCS BUPYCHI Uepe3 HHTEPHET.



MeToabl 3alIIUTHI OT BPEIOHOCHBIX POrPamMM:

1.

Hcrnonb3yil COBPEMEHHBIE ONEPALMOHHBIE CUCTEMBI, HMEIOIINE CEPhE3HBIN
YPOBEHB 3aIlUTHI OT BPEJOHOCHBIX IIPOrpamm;

[TocrosuHOo ycTanaBnmuBaid mautu (IUGPOBBIE  3aIUIATKH, KOTOPHIC
aBTOMATHUYECKM YCTAaHABJIMBAIOTCS C IENbI0O JOPAOOTKH NIPOrpaMMBbl) H
Ipyrue oOHOBJICHHS CBOEH OMepalmoHHON cucTeMbl. CkaunBai UX TOJBKO C
opunmanpHOro caiita paspadborunka OC. Ecium cymecTByer pexum
aBTOMATUYECKOT0 OOHOBJICHUS, BKJIIOUH €T0;

Paboraii Ha cBOeM KOMIBIOTEpPE IOJ IpaBaMU IIOJb30BaTENsd, a HE
aJIMUHUCTPATOpPA. DTO HE MO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTrpamMm
MHCTAJNIMPOBATHCS HA TBOEM MEPCOHAIBHOM KOMITBIOTEPE;

Hcrnonb3yil  aHTHUBUPYCHBIE  NPOTrpaMMHBIE  MPOAYKTBI  HM3BECTHBIX
IIPOU3BOIMTEIIEN, C aBTOMAaTHUYECKUM OOHOBJIEHUEM 0a3;

Orpannyb GU3HYECKUI TOCTYI K KOMIBIOTEPY AJI TIOCTOPOHHUX JIMIL;
Hcnonp3yil BHENIHME HOCUTENU NHPOPMAIUK, TaKHe Kak (piemika, TUCK Uiu
(aiin U3 UHTEpHETA, TOJIBKO U3 MIPOBEPEHHBIX UCTOYHUKOB,;

He otkpbiBail koMmmblOTEpHBbIE (ailfibl, MOJyY€HHbIE W3 HEHAIEKHBIX
UCTOYHUKOB. Jlaxke Te (ailsibl, KOTOpbIE MPHUCIAT TBOW 3HAKOMBINA. Jlydiie
YTOYHU Y HEr0, OTHPABIISI JIM OH TeOE UX.

Ceru WI-FI

Wi-Fi — 310 He BHI niepefadn JaHHBIX, HE TEXHOJOTHS, a BCEr0O JIMIIb OpeHI,

mapka. Eme B 1991 rogy nujepnaHickas KOMIAHHS 3aperucTpupoBalia OpeHT
«WECA», uto o0o3Hauano cnoBocouetanue «Wireless Fidelity», kotopblii

IMEPEBOAUTCA KaK «6ecnp013011Ha51 TOYHOCTB).

Jlo Hailero BpeMeHH JIoluIa apyras abopeBuarypa, Kotopas sBJIsSeTCS TaKOU

e TexHojoruer. Jto abOpeBuarypa «Wi-Fi». Takoe Ha3BaHue OBLIO JaHO C

HaMEKOM Ha CTaHAapT BICIIHI 3ByKOBOM TexHuku Hi-Fi, uTo B mepeBojie o3HavaeT

«BBICOKAas TOYHOCTDB».

Ja, OecriyaTHBIM MHTEPHET-I0CTYI B Kade, OTENsIX M a’pornopTax sIBISETCS

OTJIMYHOM BO3MOKHOCTBIO BbBIXOJd B MHTCPHCT. Ho Mmuorue 9KCIICPTHI CHHUTAIOT, YTO

obmenoctynusie WiF1 cetu He SIBISIOTCS O€30MaCHBIMU.

CogeThbl 110 6€30MacHOCTH padoTe B 001eaocTYmHbIX ceTsax Wi-fi

1.

He nepenasaii cBoro iruHyr0 HHPOpMaIHio yepes oomienoctymasie Wi-Fi
cetr. PaboTas B HUX, JKeJaTeIbHO HE BBOJUTH ITAPOJIU JIOCTYIIA, JIOTUHBI U
KaKHe-TO HOMepa;



2. Vcnonw3yit 1 OOHOBJISIM aHTUBUPYCHBIE MPOTrpaMMbl U OpanaMmayep. Tem
caMbIM Thl 00€30MaculIb ce0s OT 3aKaYKU BUpYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonwzoBanun Wi-Fi otkimoun ¢pynkuuo «O0mmii goctyn K daitnam
u npuHTepam». JlaHHasg GyHKUMS 3aKpbiTa MO YMOJYAHHUIO, OJHAKO
HEKOTOPbIE TIOJIb30BATEII aKTUBUPYIOT €€ JUIsl yI0OCTBA HUCIIONH30BAHUS B
paboTe win y4eoe;

4. He ncnons3yit myonmuunbid WI-FI ny1s nepegaun nuuHbIX JaHHBIX, HATPUMEP
JUTSI BBIXOJ1a B COI[MAIbHBIC CETU WM B DJIEKTPOHHYIO TOUTY;

5. Hnonp3yit TonpKo 3amuiieHHoe coequaenue uepe3 HTTPS, a ue HTTP, T.e.
npu Habope BeO- ajipeca BBOAM UMEHHO «https://»;

6. B moOunbHOM Tenedone otkiaroun ¢yHkimio «[lomkmouenne k Wi-Fi
aBTOMaTH4YECKW». He nomyckail aBTOMaTH4E€CKOTO MOJIKIIOUYECHUS YCTPOMCTBA
k cetsim Wi-Fi 6e3 TBoero cornacusl.

ConmajibHbIe ceTH

CO]_II/IEUII)HI)IG CCTHU AaKTHBHO BXOJAT B HAIly )KM3Hb, MHOTHUC JIFOIH pa6OTaI-0T
" JKUBYT TaM IIOCTOSHHO. MHor1e noab30BaTeIn HE ITIOHUMAIOT, 4YTO I/IH(l)OpMaI_II/IH,
pasMCIICHHAas UMH B COLIUAJIBHBIX CCTAX, MOKCT OBITH HaﬁI[GHa H UCIIOJIb30BaHa KEM
YroaHo, B TOM 4YHCJIC HC 00s3aTeJIbHO ¢ OJIaruMu HaMCPCHUAMMU.

OcHoBHBIE COBeTHI IO 0€30IACHOCTH B COIIMAJBHBIX CETHAX:

1. Orpanuub criMcoK Jipy3eil. Y 1e0s B APy3bsiX HE JOJDKHO OBITh CITyYalHbBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuirai CBOIO YacTHYIO ku3Hb. He ykaspiBail maposu, TenedoHsl, aapeca,
JaTy TBOETO POXKICHUS U APYTYIO TUUHYI0 HHPOpPMAIIHIO. 3TOYMBIIITICHHUKH
MOTYT HCIIOJIb30BaTh Jake HHPOPMAIMIO O TOM, KaK Thl ¥ TBOM POJUTEIH
IUTAHUPYETE IPOBECTU KAaHUKYJIBI;

3. 3ammimaii CBOI PEmyTaluio - IEPKHU €€ B YUCTOTE U 3aj7aBaii ceOe BOIPOC:
XoTen Obl Thl, YTOOBI JIpYTHe MOJB30BAaTENN BUAEIH, YTO Thl 3arpyKaeuib?
[Tonymaii, mpexe 4ueM 4To-TO OIMyOJIMKOBATh, HAIMCATD U 3arPy3UTh;

4. Ecnu Thl TOBOPHILDG C JIFOJbMHU, KOTOPBIX HE 3HAelllb, HE MCIONb3yH CBOE
peasibHOE UMSA U JPYTYIO JIMYHYIO WH(OPMAIUU: UMS, MECTO KHUTEIbCTBA,
MECTO y4eObl U Ipoyee;

5. Uzberaii pasmemienus ¢otorpaduit B MHTEpHETE, TIe Thl M300pakeH Ha
MECTHOCTH, 10 KOTOPOI MOYHO OMPEEIUTh TBOE MECTOTIOJIOKEHHE;

6. Ilpu perucrpauu B COUMAILHON CETH HEOOXOAMMO UCTIOIB30BATh CIOKHbBIE
NapoJIH, COCTOSIIINE U3 OYKB M IM(P U C KOJTUYECTBOM 3HAKOB HE MEHee §;

7. Jna colManbHOM CETH, MOYTHI U IPYTHX CAaTOB HEOOXOIUMO HCIOJIb30BATh



PAa3HLBIC TAPOJINn. Tor;:[a eCIIh TeOs B3JIOMArOT, TO 3JIO0YMBIIIIJICHHHUKU I10JIy4aT
AO0CTYII TOJIBKO K OJHOMY MECCTY, a4 HC BO BCC Cpasy.

JJIeKTPOHHbIE 1eHbIH

DJIEKTPOHHBIE JeHbI'M — 3TO OYCHBb yMOOHBINA CIIOCO0 TUIaTeX)eH, OTHAKO
CYILLIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JEHBIH.

DJIEKTPOHHBIE IEHBI'Y NOSIBUJINCH COBCEM HEAABHO U UMEHHO M3-3a 3TOTO BO
MHOTHX TOCYIapCTBAX JI0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccuu sxe oHr QyHKIIMOHUPYIOT U O HUX YK€ IIPOIKMCAHO B 3aKOHE, TJIE UX
pa3aesioT Ha HECKOJBKO BUIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3Hula B TOM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX

paspeliaeTcs NpoBOJIUTh Orepanuu 0e3 UACHTU(UKAIUY TTOJIB30BaTENs, a B
HEaHOHUMHBIX UJEHTU(UKAIIMHN TOJIB30BATENS SABIIAETCS 005S3aTEIbHOM.

Taxxe crnenyer pas3iuyaTh dJEKTPOHHbIE (HUATHBIE JAEHBIU (PaBHBI
rocyJapCTBEHHBIM BAaJIOTaM) M JJIGKTPOHHbIE He(dUAaTHBIE JEHBIU (HE pPaBHBI
roCy/1apCTBEHHBIM BaJIOTaM).

OcHoBHBIE COBETHI 110 0€30MaCHOM padoTe ¢ IJIEKTPOHHBIMU IeHbI AMMU:

1. IlpuBsiku K cueTy MOOMJIbHBINA TeNePOH. ITO caMblil YIOOHBIN M OBICTPHIiA
Croco0 BOCCTAHOBUTH JOCTYI K cueTy. IIpuBsizaHHbIN TenedoH MOMOXKET,
ecnu 3a0yJelb CBOM IUIATS)KHBIA Mapojb WM 3aijielllb Ha CalT C
HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonw3yit omHopazoBbie maposu. [locne mepexona Ha YCHICGHHYIO
aBTOpHU3alMI0 TeOe yke He OyAeT yrpoXkarb ONAcHOCTb KpPaXKd WIH
nepexsaTa IIaTexXHOro napoJs;

3. BeiOepu cnoxsbiii maposib. IlpectynHukam OyaeT He TPOCTO Yraaarh
CJI0’KHBIN IapOJIb.
HanexxHble mapoiu — 3To mapoju, KOTOPBIE COJIEp:KaT He MeHee 8 3HAKOB U
BKJIFOYAIOT B €€0si CTPOUYHBIE M TPOIHUCHBIE OYKBBI, MU(PPHl U HECKOJIHKO
CHUMBOJIOB, TAKHE KaK 3HaK J0JIjIapa,
dbyHTa, BOCKJIMIIATEeNbHBIN 3HaK U T.1. Hampumep, StRONQ!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CaliTax, KOTOPBHIM HE J10BEPSEILIb.

JJIEeKTPOHHAA MOYTA
DJIeKTPOHHASA MOYTA — HTO TEXHOJIOTUS U NPEIOCTABIISIEMBIE €10 YCIYTH 10

MEePECHUTKE U TIOJYYCHHUIO YJIEKTPOHHBIX COOOIICHHM, KOTOPHIE PAaCIPEIETISIOTCS B
KOMITBIOTEPHOU ceTH. OOBIYHO JJICKTPOHHBIA TIOYTOBBIM SIIUK  BBITJISIIAT



CJIeIyIoIUM 00pa3oM: UMs_TOJIb30BaTeNs(@uMs_joMeHa. Takxe Kpome nepenayu
IPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTh Mepe/laBaTh (Pailiibl.

OcHOBHBIE COBETHI 110 0€30MaCHO padoTe ¢ IJTEeKTPOHHO MOYTOM:

1. Hano BbIOpaTh npaBUIIbHBIN MOYTOBLIHM cepBHUC. B HHTEpHETE €CTh OTPOMHBII
BbIOOD O€CIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYILIE JOBEPSTH TEM, KOT'O
3HACIIb U KTO MEPBbIA B PEUTHUHTE;

2. He yka3piBail B JIMYHOU MouTe JUYHYIO HHGopMmaluio. Hanpumep, mydiie
BBIOpATh «MYy3bIKaIBHBIN (aHaT@» uinu «pok2013» BmecTo «temal3»;

3. Hcnonp3yil OBYX3TamHyI0 aBTOPHU3ALMI0. DTO KOTJa IOMUMO MapoJs
HY>KHO BBOJUTH KOJI, IPUCBUIAEMBIN 110 SMSS;

4. BpiOepu cioxHbld napoib. JJig KaKI0ro MOYTOBOTO SIIIUKA JOJHKEH
OBITH CBOI HA/I€KHBIH, YCTOMYMBBINA K B3JIOMY MApOJIb;

5. Ecnu ecTh BO3MOXKHOCTH HATMCATh CAMOMY CBOM JIMYHBINA BOIIPOC, UCIIOJIb3YH
3Ty BO3MOKHOCTb;

6. Ucnonp3ylt HECKONBKO TOYTOBBIX SIIUKOB. [lepBbiii 111 4dacTHOM
NEPENUCKNA C aJpecaTaMy, KOTOPBIM Tbl JOBEPSEIIb. JTO IEKTPOHHBIN
aJipec He HaJI0 UCIOJIb30BaTh MPU PETUCTPAIIMU Ha popyMax U CalTax;

7. He otkpbiBaii (haiiel U Opyrue BIOKEHUS B MHCbMax JaXe €cClid OHU
MPUILIM OT TBOUX Apy3ei. Jlyuie yTouHu y HUX, OTOPABIISUINA JIU OHU TeOe
9T (aiibl;

8. Ilocne oxoHYaHusi pabOTHl HAa MOYTOBOM CEpPBUCE MEPEN 3aKPBITUEM
BKJIQJIKU C CATOM He 3a0y/Ib HaKaTh Ha «BBIATIY.

Ku0epOysimHr Wi BUPTyaJIbHOE U3/1€BATEJIbCTBO

KubepOyaamHr — mpeciefoBaHuE  COOOIICHUSIMHM, COJEpPIKAIUMU
OCKOpOIeHuUs, arpeccuito, 3aIyTrUBaHUE; XYJIUTaHCTBO; COITMAIbHOE
OOWKOTHPOBAHKUE C TOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 00pBLOe ¢ KHOEPOYNIMHTOM:

1. He Opocaiicsa B 60it. JIyumuii crmoco6: mocoBeTOBaThCS Kak ce0si BECTH W,
€CJIM HET TOr0, K KOMy MOKHO OOpaTUThCs, TO BHaYalle yCIIOKOUThes. Ecin
Thl HaYHELIb OTBEYaTh OCKOPOJICHUSIMU HA OCKOPOJIEHHUS, TO TOJBKO €IIe
00JIbIIe PA30XKKEIIb KOH(DIUKT;

2. YmpaBmsi CBOel KubeppemyTaimeii;

3. AHOHMMHOCTH B ceT MHUMasl. CyIIeCTBYIOT ClIOCOOBI BBISICHUTD, KTO
CTOUT 332 aHOHUMHBIM aKKayHTOM;



4. He cTOWT BECTH XYJIUTAHCKUN 00pa3 BUPTyaJIbHOU KU3HU. MHTEepHET
(buKcUpyeT Bce TBOM ACHCTBUS M COXpaHSAET MX. Y IaduTh UX OyjaeT
KpaiiHe 3aTpyIHUTENBHO;

5. CoOmronait CBOM BUPTYyaIbHYIO YECTh CMOJIONY;

6. Urnopupyit equHnuHbIi HeraTuB. OJHOpPA30BbIE OCKOPOUTEIbHBIC
cooOmieHust  Jydme — urHopupoBatb.  OOBIYHO  arpeccus
MPEKPANaeTCs Ha HAYAJIbHOM CTaJIUH;

7. ban arpeccopa. B mporpammax oOMeHa MTrHOBEHHBIMU COOOIICHHUSIMH, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIPABKU COOOIIECHUM C
ONPEICIICHHBIX aJPECOB;

8. Eciiu T1h1 cBuaeTens kubOepOysminHra. TBou JEHCTBUS: BBICTYNUTH
IIPOTUB  IIpECIEAOBATEN, IIOKAa3aThb €My, 4YTO €ro JACHUCTBUS
OLICHUBAIOTCA HETATUBHO, MOAJIEPKATh KEPTBY, KOTOPOU
HY)KHa T[ICHXOJIOTHYECKasi IOMOIb, COOOIIUTh B3pOCIBIM O (akTe
arpeCCUBHOIO MTOBE/ICHUS B CETH.

MooOuabHbIN TeJ1ePOH

CoBpemenHbIe cMapT(hHOHBI U IUIAHIIETHI COJIEPIKAT B ce0e BIIOJTHE B3POCBIi
GyHKIIMOHA, W Temepb OHM MOTYT KOHKYPHUpPOBaTh CO CTallUOHAPHBIMU
KoMmmnbroTepamMu. OJIHaKO, CPEACTB 3aITUTHI )1l TOJOOHBIX YCTPOMCTB MOKa OYCHB
MaJio. TecTupoBaHKE U MOUCK YA3BUMOCTEHM B HUX MTPOUCXOIUT HE TaK UHTEHCUBHO,
kak s [1K, o sxe camoe kacaeTcst 1 MOOMIIBHBIX TIPUIIOKECHHH.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl yXKe MNPaKTUYECKH JOTHAJH
HACTOJIbHBIE AaHAJOTH, OJHAKO paclIMpeHre (YHKIMOHAIa BIIEYET 3a COOOM
OOJIBIIYIO CII0KHOCTh M MEHBIIIYIO 3aLUIIEHHOCTb.

Jlaneko He Bce MPOM3BOJMTENIM BBIMYCKAIOT OOHOBJICHUSI, 3aKPBIBAIOIIUE
KPUTHYECKHE YSI3BUMOCTH JJIsl CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI 1/l 0€30MaCHOCTH MOOMJIBLHOTO TejiedoHAa:

1. Hudyero He siBNseTCS MO-HACTOAIIEMY OecTUIaTHRIM. byib 0cTOpOXKeH, BeIb
Korja Te0e mpenararoT OecIuIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKHe-TO TJIaTHBIC YCITYTH;

2. Jlymaii, npexae yem ornpaButb SMS, dhoTto unu Buaeo. Thl TOUHO 3HACIIID,
r/ie OHU OYJyT B KOHEYHOM UTOTE?

3. Heo6xomumMo 0OHOBIIATH OTIEPAIMOHHYIO CUCTEMY TBOETO cMapT(dhoHa;

>

Hcnonp3yit aHTUBUPYCHBIE TPOTPaMMBI JIE MOOUJIBHBIX TeNe(OHOB;
5. He 3arpy»xaii npuioXKeHus: OT HEU3BECTHOTO HCTOYHUKA, BEJIb OHH MOTYT
COJIEp>KaTh BPEIOHOCHOE MPOrPaMMHOE 00ECTICUEHHUE;



6. Ilocie Toro Kak Thl BBIHEIIb C CaiiTa, T/Ie BBOJWII JIMYHYIO HHPOPMAIIHIO,
3aii B HACTPOMKHU Opay3epa u yaaiu cookies;

7. llepuomuyecku MpoBepsiii Kakue IUIaTHbIC YCIYTH aKTUBHPOBAHBI HA TBOEM
HOMEDE;

8. MlaBaii cBO HOMEp MOOMIILHOTO TeJe(OHA TOIBKO JIFOSIM, KOTOPBIX ThI
3HAENIb M KOMY JIOBEPSICIIIb;

9. Bluetooth momken ObITH BRIKITIOUEH, KOTIa THI UM HE TOJIb3yenbes. He
3a0bIBall HHOTIA IPOBEPSTH ITO.

Online urpor

CoBpeMEHHbIE OHJAWH-UIPBI - OTO KpPacoOYHbIC, 3aXBaThIBAIOIINE
pa3BiieyeHUsl, OOBbEINHSAIONINE COTHH ThICSY 4YEJIOBEK MO Bcemy mupy. Urpoku
UCCIEAYIOT JAHHBI UM MUp, OOIIAOTCS APYT C APYrOM, BBINOJHSIOT 3a/JaHHS,
CpPaXarOTCs C MOHCTPAaMU M TMOJY4YalOT OMNbIT. 3a YAOBOJIBCTBUE OHU IUIATAT:
HOKYIAOT JUCK, OIJIAYMBAIOT A0OHEMEHT WM IPUOOPETAIOT KAaKUE-TO OILUH.

Bce aTH cpeacTBa uayT Ha HoAEpKAHUE U Pa3BUTUE UTPHI, @ TAK)KE HA camy
0€30MaCHOCTb:

COBEPILEHCTBYIOTCSI CUCTEMbI aBTOPHU3ALMHU, BBIITYCKAIOTCS HOBBIE MaT4d
(umdpoBble 3aMIATKH ISl IPOTPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nogoOHbIX HMrpax CTOMT ONAcaTbCsl HE CTOJBKO CBOMX COIEPHUKOB,
CKOJIbKO Kpa)XM TBOEro MapoJjisi, HAa KOTOPOM OCHOBaHAa CHUCTEMa aBTOPHU3aLUU
OOJBIITMHCTBA UTP.

OcHOBHBIE COBETHI 10 0€30MTACHOCTH TBOEI'0 HTPOBOI0 AKKAYHTA!

1. Ecnu apyroii Urpok BeeT ce0sl TII0X0 WM CO3/1aeT TeOe HEMPUATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Tloxanyiica agMUHUCTpATOPaM UTPhI HA MIJIOXOE MOBEJIEHNE ITOTO UTPOKa,

YKEJIATEJIbHO PUJIOKUTHh KAKHE-TO J1I0KA3aTENIbCTBA B BUJIE CKPUHOB;

He yka3zbiBaii nuanyto nHdopmalmio B mpodaiisie urpsi;

YBaxau Ipyrux y4aCTHUKOB 110 UIPE;

He ycranaBnuBait HeoumanabHpie TaT9d U MOJIBI;

Hcnonb3yl CII0XKHBIE U Pa3HbIE TAPOJIN;

N o ok ow

Jlaxxe BO BpeMst UTPBI HE CTOUT OTKJIFOUaTh aHTUBUPYC. [loKa ThI UTpaeIib,
TBOW KOMITBIOTEP MOTYT 3apa3uTh.

@OUINUHT WIN Kpazka JUYHbIX JaHHbIX

OObIYHOM KpaXkel JeHeT U JOKYMEHTOB CETOHs YK€ HUKOTO HE YAHBHIIb, HO C
Pa3sBUTHEM HWHTEPHET- TEXHOJOTMM 3JIOYMBIIIJICHHUKA IIEPEMECTUINCH B



UHTEPHET, U MPOJOJIKAIOT 3aHUMATHCS «JTFOOUMBIMY JEIIOM.

Tak mosiBUsIaCh HOBasi yrpo3a: UHTEPHET-MOUICHHUYECTBA WM (PMIIMHT, TJIaBHAS
11€J1b KOTOPOT'O COCTOUT B MOJTYYEHUN KOHGUIECHIIMATBHBIX TaHHBIX MT0JIb30BaTENCH
— JIOTMHOB 1 naposier. Ha aHrimmickom

s3pike phishing unraercs kak pummuar (ot fishing — pe16oHas noBms, password —
apoJib).

OcHOBHBIE COBETHI 10 00pbOE ¢ PUIINHIOM:

1. Cnenu 3a cBouM akkayHTOM. Ecim Thl mojo3peBaelib, YTO TBOS aHKETa
Obula B3JIOMaHa, TO HEOOXOIMMO 3a0JOKMpOBaTh €€ U COOOIIUTH
aJIMUHHUCTpPATOpaM pecypca 00 3TOM Kak MOKHO CKOPEE;

2. Ucmonw3yit Ge3omacHbie BeO-CaliThl, B TOM YHCJIC, HHTEPHET-Mara3uHoOB |
MTOMCKOBBIX CHUCTEM;

3. HUcnone3yit crnokHble W pa3Hble maponud. Takum oOpazom, eciau TeOs
B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKH TOJIy4aT JOCTYH TOJBKO K OJHOMY TBOEMY NMPOPHIIO B
CETH, a HE KO BCEM;

4. Ecnu Te0s B310MalId, TO HEOOXOAUMO MPEAYNPEIUTH BCEX CBOUX 3HAKOMBIX,
KOTOphI€ J100aBJieHbl Yy TeOs B JIPY3bsiX, O TOM, YTO TeOs B3JIOMAJd W,
BO3MOYKHO, OT TBOEro MMEHU OYJET pacchUIaThCsl CIaM U CCBUIKM Ha
(UIIMHTOBBIE CANTHI;

5. Vcranosu HagexHbii nmaposb (PIN) Ha MOOWIBHBIH TenedoH;

o

OTKIIFOYM COXpaHEHHE MaposIs B Opaysepe;

7. He otkpwiBaii (aiinel U apyrue BIOKEHUS B MHUChbMaxX Jaxe €CIM OHU
MPUIIUTA OT TBOMX Jipy3el. Jlydille yTouHu y HUX, OTIPABIISUIM JIM OHU TeOe
9THU (HailJIbL.

In¢dposas penyranus

HudpoBas penyranus - 5T0 HETaTUBHASI WM TIO3UTHUBHAsA WH(MOpMAIUs B
cetu 0 Tebe. Komnpomerupyromas nHpopMaIus pa3MelieHHas B MHTEPHETE MOXKET
CEepPhE3HBIM 00pa30M OTPA3UTHhCA Ha TBOEH peanbHON Ku3HU. «l{udpoBas
penyTanus - 3T0 TBOW UMUK, KOTOPBIA opMuUpyeTcst u3 uHpopmaiuu o Tede B
UHTEPHETE.

TBoe MecTo JKUTENbCTBA, Y4eObl, TBOE (PMHAHCOBOE IIOJIOKEHUE,
O0COOEHHOCTH XapaKTepa M paccKa3bl O OJIM3KHX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue moApOCTKH JIETKOMBICIEHHO OTHOCATCA K MyOJUKalUW JTUYHON
uHpopmanuu B MHTepHETE, HE MOHMMAasi BO3MOXHBIX mociencTBuid. Tol maxe He
CMOXKEIIb IOTafaThCs O TOM, 4To GoTorpadus,



pa3MelIeHHas S JIET Ha3a/l, CTajla IPUYMHON 0TKa3a MPUHATH T€0s Ha paboTy.

KommMmenTapuu, pazmenienue TBoux (¢otorpaduii U apyrue JeiMcTBUsL MOTYT
HE MCYE3HYTh JAXKE IIOCIIE TOTO, KAK ThI UX YJAIUIIb. ThI HE 3HACIIb, KTO COXPAHWII
ATy UH(OPMAIHIO, 101AJIa JIU OHA B TIOUCKOBBIE CUCTEMBI M COXPAHUIIACH JIU OHA, &
[JIaBHOE: YTO MOJIYMAIOT O T€OE OKpPYXkAroLee JIOAU, KOTOPhIE HAUAYT U YBUAST
s10. Haift nH(opmannio MHOTO JIET CIYCTS CMOXKET JII000il - Kak U3 T0OpBIX
noOy>X/IeHUH, TaK ¥ C HAMEPEHUEM IPUYUHUTH BPEA. ITO MOXKET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI 10 3a1uTe HN(POBOH pPenyTalun:

1. Tlomymaii, mpexJie 4eM 4yTO-TO MyOIMKOBATh U MIEpeiaBaTh y ceds B Oyore
WJIM B COLIMAJIBHOM CETH;

2. B nacTpoiikax mpoduist yCTaHOBH OTpaHUYEHHUS HA IIPOCMOTP TBOETO
podUIIS U €r0 COAEPIKUMOTO, CAENal €ro TOJIBKO «IUIS APY3ei»;

3. He pa3memaii u He yka3biBail nH(pOpMaIIHIO, KOTOPask MOXKET KOT0-THO0
OCKOPOJIATH UJIK OOMKATh.



ABTOpPCKOE NPaBo

CoBpeMeHHbIE UIKOJBHUKMA - AaKTUBHBIE TMOJb30BATENU LU(PPOBOTO
npocTpancTBa. OJIHAKO [OaJIEKO HE BCE 3HAIOT, YTO MOJb30BAHUE MHOTHMH
BO3MOXHOCTSIMU  IIMdpoBOoro  Mupa TpeOyeT  CcoONIoAeHUs MpaB  Ha
MHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTb.

TepMuH «HMHTEIEKTyallbHasE COOCTBEHHOCTBY» OTHOCUTCS K pPa3iHMYHBIM
TBOPEHUSIM YEJOBEYECKOTO yMa, HauMHas C HOBBIX HM300pETEHH M 3HAKOB,
0003HaYaIOIMKUX COOCTBEHHOCTh HA MIPOJYKTHI U YCIYTH , U

3aKaH4YMBas KHUTamH, GororpadusimMu, KUHOGUIBMAMU U MY3bIKAIbHBIMU
IPOU3BENCHUSMU.

ABTOpCKHE TpaBa - ATO MpaBa Ha HHTEIUICKTyaJbHYIO COOCTBEHHOCTH Ha
MIPOU3BEJCHUSI HAYKH, JIUTEPATYphl U UCKYCCTBA. ABTOPCKHE MpaBa BBHICTYNAIOT B
KaueCcTBE rapaHTHH TOTO, YTO

MHTEJUICKTYJIbHBII/TBOPUYECKUI TPy aBTOpa HE OylIeT HalpacHbIM, acT
€My CIpaBeUIMBbIE BO3MOXHOCTH 3apa0oTaThb Ha pe3yJjbTaTax CBOEro TpyAa,
HOJyYUTh M3BECTHOCTh M Ipu3HaHue. Hukto Oe3 pasperieHus aBTopa HE MOXKET
BOCIIPOU3BOJIUTH €ro IIPOU3BE/ICHUE, pacupoCTpaHsATh, myOJIUYHO
JIEMOHCTPUPOBATh, MPOJaBaTh, UMIIOPTUPOBATH, IYCKAaTh B IMPOKAT, MyOJIUYHO
UCIIOJIHSTh, IOKa3bIBaTh/UCTIONHATE B 3dupe win pa3Meniats B UHTepHeTe.

Hcnonb3oBaHne «IUPATCKOr0» MPOTPAMMHOIO  OOECHEYEHHUS] MOMKET
NPUBECTH K MHOTMM pPHCKaM: OT TOTEpU MAAHHBIX K TBOUM aKKayHTaM J0
OJIOKUPOBKU TBOETO YCTPOUCTBA, TJI€ YCTAHOBJICHHBIN HE

neranbHas mporpamma. He crout Ttakxke 3a0biBaTh, UYTO CYIIECTBYET
JerajibHbIe U O€CIUIaTHBIE MPOTPAMMBbI, KOTOPHIE MOYKHO HAWTH B CETH.



